4SOLab

TECHNICAL BROCHURE - 4SO MAIL GATEWAY

4S0 Mail Gateway

Self-contained Mail Server & Gateway Platform

A Linux/VM-first platform for high-volume sending, protected
receiving, Queue/Spool, DKIM, routing, identity and durable operations,

with a clear separation of the Mail Data Plane from the Control Plane.
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KumoMTA PostgreSQL Keycloak + OpenFGA OpenBao
SMTP - queue - delivery control authority identity + authorization secret / recovery workflows
OUTBOUND INBOUND / PROTECT
Authentic_at_ed ?MTPI . KumoMTA _ Public SMTP receiver . Rsp.‘:_tmd + ClamAV
HTTP injection queue / spool / routing policy | malware

DKIM - egress pools - SPF | DKIM | DMARC / backend I quarantine /

Internet deliver
shaping y ARC

Mail Data Plane = Linux/VM workload

reject

% KumoMTA, SMTP, queue/spool, sending IPs, the DKIM hot path and HA do not depend on Kubernetes as
a runtime dependency.
Node-local spool Bounded Control Plane
The spool is local to the Mail Node; no fictional Rust Control API, PostgreSQL, Keycloak, OpenFGA
shared spool is claimed as product architecture. and OpenBao own the identity, authorization and
durable lifecycle paths.
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PRODUCT BOUNDARY

Four layers; one product lifecycle

SMTP runtime, inbound protection, control/identity and

observability each have a clear owner; the Ul or MCP never

replaces the primary authorities.

Mail Data Plane

Control & Identity

>

Do

S

LINUX / VM

KumoMTA
submission - public SMTP - delivery -
queue/spool

HAProxy
stable internal transport / selected HA endpoints

Unbound + Valkey
resolver path + shared runtime authority where
required

AUTHORITY

Rust Control APl + PostgreSQL
durable product authority

Keycloak + OpenFGA
identity + product authorization

OpenBao
secret material / recovery workflows

Inbound Protection POLICY
Rspamd
v mail security and policy processing
o ClamAvV
malware scanning
Authentication signals
© SPF - DKIM - IPREV - DMARC - ARC
Observability &
. EVIDENCE
Operations
Prometheus
|l . . .
metrics and runtime evidence
Grafana
. . i
operational visibility
Product workflows
P

mail - queue - TLS - routing - deliverability state

Ownership principle: PostgreSQL holds the Control Plane authority; KumoMTA owns the mail hot

path and the node-local queue/spool.

Product Boundary
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OUTBOUND PATH

From submission to Internet delivery

The outbound path is centred on KumoMTA; domain
authorization, DKIM, egress pool and shaping take effect

before delivery, while the spool stays on the same Mail Node.

SMTP 587 | HTTP Tenant + Domain KumoMTA Internet Delivery
authenticated submission — Authorization — queue - spool - routing — provider-aware route and
/ injection allowed sender identity resolution shaping

Signhing & sender identity Egress & reputation controls
DKIM lifecycle and domain authorization are bound to N Sending IPs / pools, provider shaping, suppression, warm-
sender identity; DKIM private material belongs to the secret up and reputation controls shape the egress path.
boundary.
= o S
Node-local Queue / .
Q — — Remote MX | Provider
Spool Unbound

normal delivery defaults to the

durability stays with the mail product-controlled DNS resolver path
Internet

node; no fictional shared spool

Stable transport # shared spool

@ HAProxy is used for selected stable transport / HA endpoints, but the spool remains node-local and is
not assumed to be a shared storage fabric.

EEE Outbound Delivery
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INBOUND PROTECTION

Reception, policy, malware and delivery
decision

Beyond SMTP reception, the inbound path keeps
authentication signals, anti-spam, anti-malware, backend

policy and quarantine lifecycle in one observable path.

Public SMTP Receiver Identity / Auth Signals Rspamd + ClamAV
KumoMTA public SMTP path - SPF - DKIM - IPREV - DMARC - ARC - policy / spam / malware evaluation
Recipient & domain boundary Forwarding & return path
Verified inbound domains, a recipient directory or catch-all External forwarding can use SRSO return routing so forwarding
mode, and bounded alias/fan-out determine which recipient is semantics are not decoupled from authentication.
valid.
Backend policy Quarantine lifecycle
Inbound SMTP/LMTP backends, backend TLS policy and Quarantine is not just storage; it has a Release / Delete / expiry
telemetry are controllable and observable in product workflows. workflow and must stay separate from direct mutations.
ACCEPT | DELIVER QUARANTINE REJECT | DENY
verified route / backend bounded hold + release/delete/expiry policy or security decision

LN N ] -
ooeo Inbound Protection
LN ]
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HIGH-RISK IAM

No shortcut for a sensitive change without
the approval chain

Sensitive identity and access mutations are bound to a
durable PostgreSQL job, independent human approval,

reauthorization at execution time and an authoritative post-

check.
Request PostgreSQL Durable Execute + Post-check
q Job Human Approval reauthorize delegated
Control API / bounded - ) ) i = ) o
idempotency - risk - owner - separate approver boundary subject - authoritative
management surface o . : ;
audit identity verification
KEYCLOAK OPENFGA OPENBAO
Identity authority Authorization authority Secret | recovery boundary
Product-managed user/session/group Product permission is re-checked at Secret material and recovery workflows
lifecycle. The browser or MCP never execute time; request-time permission are kept out of Ul raw-value exposure.
receives a generic Admin API primitive. alone is not sufficient.

Management MCP has no self-approval
MCP can perform a bounded request or read within its own authority, but there is no generic
approve/execute bypass for IAM mutation.

Impact /| Permission Owner-backed Execute Authoritative Post-check

— . . — complete only after owner state
what changes and who may request typed mutation; no generic proxy

matches

EES Identity & Durable Mutation
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QUEUE, SPOOL & FAILURE BOUNDARY

The spool is local; continuity must preserve

that boundary

A Mail Node failure cannot be hidden behind an assumed

shared storage. The product-owned architecture keeps the

spool node-local and separates the HA endpoint from data

durability.

Mail Node hot path Stable endpoint boundary

KumoMTA runtime Node-local spool

SMTP / delivery owner 1 queue durability belongs to
this node
Valke
Unbound y
controlled resolver path - shared runtime authority

where required

Node healthy

HAProxy

selected stable transport / HA endpoints

No fictional shared spool

endpoint continuity is not equivalent to mail-spool

replication

Node unavailable
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submission / queue / delivery / local spool remain owned by (__) lifecycle/recovery acts on the node boundary; it must not imply

the active Mail Node

Kubernetes is not Mail Data Plane runtime authority

invisible shared-spool durability

@ Kubernetes may be used in other parts of the delivery infrastructure, but KumoMTA / SMTP / spool /

sending IP / DKIM hot path and HA remain Linux/VM-first.

Queue | Spool | Failure Boundary
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OBSERVABILITY & CONTROL LOOP

Mail state must turn into actionable
operations

Prometheus and Grafana provide visibility; owner APIs and
durable operations close mutation and recovery. Monitoring

authority never replaces runtime authority.

Bundled observability Operational authority
Mail / queue state Rust Control API
queue pressure, message activity, delivery outcomes typed product operations
TLS / routing / provider state PostgreSQL
transport and route visibility persistent control authority and durable jobs
Deliverability / reputation Owner post-check
suppression, feedback and provider-facing posture operation closes only after authoritative state verification
Runtime health Audit / evidence
component and evidence probes request, approval, execution and result stay attributable
Prometheus Grafana | Operator workflows Typed durable operation
runtime metrics - human visibility - owner execution + post-check
DATA PLANE SIGNALS CONTROL PLANE SIGNALS
queue | spool | route + =l p_rowderl IAM ] job | audit + WSRO
delivery recovery
LA N ]
LA N ]
L]

Observability & Operations
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ACTION & OPERATIONS CATALOG

The Mail lifecycle, from the message path to

the identity path

out| Sender /| Outbound

SMTP submission HTTP injection domain auth
DKIM egress pools routing shaping
suppression

KumoMTA remains the owner of the queue/spool and
Internet delivery path.

iam | ldentity & Sensitive Mutations

Keycloak OpenFGA OpenBao durable job

human approval reauthorize post-check

No generic self-approve / execute bypass is defined for the

management agent.

The architecture in one sentence

4S0 Mail Gateway is an independent Mail Data Plane on

Linux/VM plus a product Control Plane for lifecycle, identity,
authorization and recovery; neither a hosting-panel wrapper

nor a Kubernetes-native mail runtime.

in ) Receiver | Protect

public SMTP verified domains SPF/IDKIM/IDMARC

Rspamd ClamAvV backend TLS quarantine

Policy and malware decisions are bound to the
recipient/backend/quarantine workflow.

ors ) Runtime & Operations

queue/history Unbound Valkey HAProxy
Prometheus Grafana recovery

Visibility, durable operation and runtime owner each have a

separate boundary.

KumoMTA owns SMTP

01 02
+ queue/spool

Rspamd + ClamAV
inbound protection

Unbound + Valkey
runtime services

PostgreSQL durable
control authority

Keycloak + OpenFGA +

Prometheus + Grafana
5
OpenBao

06 observability

Own the mail path. Bound every sensitive mutation. Observe the runtime without

confusing visibility with authority.

Outbound, Inbound, Identity and Operations connect within one self-contained product boundary.
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